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In an effort to improve health care sector cybersecurity, HHS said it would establish voluntary cybersecurity
performance goals for the health care sector and provide resources to health care entities to encourage and help
them implement those best cybersecurity practices. Ultimately, these voluntary standards could become
mandatory via Medicare and Medicaid regulations, the agency said.

HHS—which released these goals and planned steps on Dec. 6 in a concept paper—also said it would implement
an agency-wide strategy to support greater enforcement and accountability and expand and “mature” the one-
stop shop within HHS for health care sector cybersecurity. The concept paper builds on the national cybersecurity

strategy that the Biden administration released in 2022.[1]

The HHS concept paper outlines four “pillars for action”:

1. Publish voluntary health care and public health sector cybersecurity performance goals. In its concept paper,
HHS said that health care organizations currently have access to numerous cybersecurity standards and
guidelines, potentially creating confusion regarding which ones to prioritize.
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