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42 U.S. Code § 18935

Dissemination of resources for research institutions

(a) Dissemination of resources for research institutions
(1) In general

Not later than one year after August 9, 2022, the Director shall, using the authorities of the Director under
subsections (c)(15) and (e)(1)(A)(ix) of section 272 of title 15, disseminate and make publicly available
tailored resources to help qualifying institutions identify, assess, manage, and reduce their cybersecurity
risk related to conducting research.

(2) Requirements
The Director shall ensure that the resources disseminated pursuant to paragraph (1)—

(A) are generally applicable and usable by a wide range of qualifying institutions;

(B) vary with the nature and size of the qualifying institutions, and the nature and sensitivity of the data
collected or stored on the information systems or devices of the qualifying institutions;

(C) include elements that promote awareness of simple, basic controls, a workplace cybersecurity culture,
and third-party stakeholder relationships, to assist qualifying institutions in mitigating common
cybersecurity risks;

(D) include case studies, examples, and scenarios of practical application;

(E) are outcomes-based and can be implemented using a variety of technologies that are commercial and
off-the-shelf; and

(F) to the extent practicable, are based on international technical standards.
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