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◆ A ransomware attack at electronic medical records provider Allscripts wiped out access for 1,500 clients in
January, and the EMR provider has been hit with a class action lawsuit as a result. The suit, filed by Surfside Non-
Surgical Orthopedics, a sports medicine and pain practice in Boynton Beach, Fla., alleges that Allscripts knew of
the problems before the ransomware hit. Allscripts was attacked by SamSam, a strain of ransomware that has
been a known threat since early 2016, according to the lawsuit. Learn more about the attack and lawsuit at
http://bit.ly/2EADuYq.

◆ Ransomware attacks at health care institutions increased by 89% last year over 2016, according to an analysis
by cyber defense firm Cryptonite. There were 36 ransomware events reported to HHS’s Office for Civil Rights
(OCR) in 2017, compared to 19 such events in 2016, the firm found. In 2017, ransomware events represented 25%
of all events reported to OCR that were attributed to hacking, and all six of the largest hacking health care events
in 2017 were attributed to ransomware. Cryptonite says it expects ransomware attacks to continue increasing in
2018 and 2019. Download the white paper at http://bit.ly/2BATneb.
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